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Gerontechnology 2007; 6(3):147-154. Personal independence and active societal
participation up to a high age call for a good open-system architecture and plug-
and-play applications preventing ‘vendor lock in’. The supportive software which
uses the ICT hardware infrastructure is the subject of this contribution. TCP/IP
forms the standard for exchanging data, however, for turning data into information
a number of (vendor-based) protocols are currently available. XML, the eXtensible
Markup Language, as formulated in 1998, may become the de facto standard due
to its popularity and its management by a number of standards development or-
ganizations. Like any ordinary language, XML has grammar and domain vocabu-
laries. Established domain vocabularies used for delivering care services include
HL7 (clinical data and practices) and CCR (care data in real-time). In addition,
semantic web applications are expressed in XML and the architecture of a plug-
and-play environment has been formed in SOA (Service Oriented Architectures). 147
Mass-individualized teleservices so urgently needed in our aging society, may be
realized through extensive use of XML.
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Increasing personal independence, pro-
longing active participation in society in-
cluding an ubiquitous and friendly access
to public information, integrated leisure
and care processes for the ageing popu-
lation, are impacts expected by the Eu-
ropean Commission from the 2007 call
‘ICT for Independent Livin% and Inclu-
sion’, which is part of the 7" Framework
Programme of the European Community
for research, technological development
and demonstration activities. One of the
targets focuses on open systems archi-
tectures, standards and platforms that en-
able systems and services for independent
living, smart work places and mobility.
These should support seamless integration
and plug-and-play operation of sensors,
devices, sub-systems and integrated care
services into cost-effective, reliable, se-
cure and trusted systems'. This approach
calls for a separation of functionality and
the coordination of open protocols to cre-

ate these desired outcomes. In this model
the software makes no assumption as to
how the application is used; this process
is left to the coordinating function formed
within or among the dedicated applica-
tions. In this way, applications from differ-
ent producers can be integrated within the
same ICT infrastructure.

Traditionally, vendors have developed and
marketed their own solutions, resulting in
a large variety of non-interoperable pro-
prietary applications. This led to ‘vendor
lock-in" where customers were practical-
ly bound to their supplier for continued
support and for additional functionality
(@ supply-driven market). Since mass im-
plementation is required for our services
to meet the needs of the ageing society,
‘vendor lock-in" should be prevented by
using open standards for communication
over the ICT hardware.
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From the ICT viewpoint, one needs both
applications and infrastructure to deliver
services that can be shaped to individual
needs and used in a variety of circum-
stances (@ more demand-driven market).
The applications delivering user function-
ality reside within devices whose specific
embedded software is present at the user’s
site or at that of the service provider and it
assists, supports, informs and monitors the
user at home or ‘on the road”. In the plug-
and-play situation these devices become
operational as soon as they are connected
to the ICT infrastructure.

The ICT hardware structure itself consists
of the physical communication lines (cop-
per, coax, glass fibre) or wireless commu-
nication options (WIFI, RFID, Bluetooth,
Zigbee), and dedicated servers that may
be intermittently or permanently in con-
tact with the equipment in the field and
with each other’.

The supportive software that uses the ICT
hardware infrastructure to enable applica-
tion functionality is the subject of this con-
tribution. We present the state-of-the-art
and expected near-future developments
in the internet protocol and XML as open
software protocols for ICT communica-
tion used in service delivery. Collabora-
tive design techniques involving end-users,
for instance, older adults, are also impor-
tant for a successful outcome, but are not
treated in this contribution.

TCP/IP

Data communications is the means through
which applications can exchange the infor-
mation needed to serve the user. The fully
open Internet Protocol or TCP/IP is not a
commercial development. It was invented
by Vinton Cerf and Bob Kahn under con-
tract from the US Department of Defence
to interconnect dissimilar systems®. This
protocol is a common ground for different
data communication technologies to inter-
operate, and all modern applications use
it for interoperation. TCP/IP will exchange

data, not information. For example, TCP/IP
has sent the number ‘42’, a number which
in itself is meaningless. But if one knows
that it denotes a body temperature, it has
become information. Transforming data
to information is the aim of secondary
protocols, built on top of TCP/IP. Initially
these secondary protocols were bound to
specific applications. For instance, e-mail
applications need to distinguish address
fields, dates, as well as more technically
oriented information regarding routing
and data consistency. In order to support
these application requirements, protocols
such as SMTP, IMAP and POP3 have been
established. At the same time, SMTP, IMAP
and POP3 cannot support any application
other than e-mail. Hence, each network
application developed its own protocol
suite to run on top of TCP/IP. The more
elaborate these applications grew over
time, the more complex the supporting
protocols grew to fulfil them. The result
has been a high number of protocols with
partly or fully overlapping functionality,
some competing to become the ‘de facto
standard’ in their application domain thus
creating vendor lock-in.

BIRTH AND GROWTH OF XML

In order to turn this untamed growth and
remove the barrier to mass-introduction,
a secondary open protocol was needed
that followed two overall laws: First, the
protocol should be independent of any
application and, secondly, the protocol
should be open, that is independent from
any single vendor, but receiving commit-
ment from all main vendors. The goal of
the proposed protocol is to turn data into
information. Since supporting any and
every application with a single protocol is
a utopian ideal, a language was invented
to foster the creation of dedicated proto-
cols. On the 10" of February, 1998, XML
was born*, the eXtensible Markup Lan-
guage, applying open standards. XML is
a uniform, so-called meta language com-
prising other languages and protocols that
bridge the gap between data and informa-
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tion, and is managed by a conglomerate
of Standards Development Organizations
such as W3C, Qasis, IETF>® to foster in-
teroperability among systems of different
origin. XML specifies linguistic rules that
enable one to express oneself, presenting
the specifics that are needed to communi-
cate information.

Just as with ordinary languages XML has
two aspects: the grammar to provide the
technical communication layer and the do-
main vocabulary to carry the information.
The XML family of standards provides
functionality that can be put into practice
on the technical communication level as
well as the domain vocabulary level since
it operates on XML data itself. For exam-
ple, the XML security standards establish
guiding principles for implementing secu-
rity that can be put into practice for se-
cure communications as well as ensuring
secure electronic health care records.

XML grammar

The technical communication layer estab-
lishes a common ground for communicat-
ing peers to enter into conversation. This
common ground includes agreements on
how to distinguish words, how to represent
the various data types (numbers, booleans
and alike), how additional functionality
such as security should be plugged in, as
well as how to resolve gracefully unex-
pected or erroneous communication pat-
terns. These critical agreements inform us
that, for example, the characters ‘4" and ‘2’
in that specific order represent the number
42. The power of this approach should not
be underestimated; as stated by Knox et
al., “XML has grown from a little-known
standard in 1998 into the basis for a Web
computing infrastructure””. The rapidly
growing number of devices supporting
XML has made it a de facto standard for
delivering services.

Since XML allows the combination of nu-
merous collaborative devices in a simple
way, it is well suited to improve ICT-based

services for public information, home
automation, integrated leisure and care
processes.

Domain vocabulary

The domain vocabulary provides acommon
notion of understanding between commu-
nicating peers. It includes agreements on
what entities the words represent and how
words are combined into valid sentences
and what conversation patterns are al-
lowed. These important agreements tell us
that the number 42 represents temperature,
that this temperature has been expressed in
units of Centigrade and applies to a human
addressed as Mr. Arthur Dent®. The proc-
ess of arriving at a well-balanced, common
domain vocabulary is a painful and cum-
bersome but nevertheless important proc-
ess”. Without such common vocabulary
exchanging information is virtually impos-
sible. Some domains have well-established
open domain-vocabularies; those relevant
for delivering care services to older adults
include HL7, openEHR and CCR.

HL7 is the electronic protocol for the
health care community which successfully
achieved a common ground for informa-
tion exchange between health profession-
als implemented as protocols in clinical
practices and well-established formats
to express clinical data'. It originated in
1987, as ‘ANSI standard for healthcare
specific data exchange between computer
applications’. The first HL7 standard had
already been released in 1990; however,
it was not released as an XML expression
until 2000. Although an American initia-
tive, it is now also widely used in Europe.

In a nutshell, “openEHR” consists of an
international community delivering a set
of XML specifications for a highly stable
reference model for a distributed health
computing environment. This provides a
language and model for expressing clini-
cal archetypes, templates and a terminol-
ogy for use with electronic health record
(EHR) systems''. The openEHR work is well
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embedded in European (CEN TC/251) and
international (HL7 and 1SO) standardisa-
tion. The openEHR Foundation publishes
all its specifications and builds reference
implementations of them, as open source
software.

A final example is the Continuity of Care
Record (CCR) which is a core data set of
the most relevant and timely facts about
a patient’s healthcare. It is routinely pre-
pared by a practitioner at the conclusion
of a healthcare encounter in order to en-
able the next practitioner to readily access
the patient’s information. It includes a
summary of the patient’s health status (for
instance, problems, medications, allergies)
and basic information about insurance,
advance directives, care documentation,
and care plan recommendations. It also
includes identifying information and the
purpose of the CCR™.

An expanding collection of references to
standards activities and formal specifica-
tions used in clinical research and health-
care industries is available for the reader
interested in learning more about these
protocols®.

Semantic Web

The Semantic Web is an evolution of the
World Wide Web that provides an infra-
structure of globally interconnected infor-
mation sources that are available to systems
as opposed to humans. The conceptual
basis is that the data that is generally hid-
den within Web pages, understandable
only to human readers, and meaningful
only in the highly specific context of that
Web page, can be made globally available
to other computers on the network as in-
formation. Systems accessing that informa-
tion can combine it with other information
relevant to a specific context, such as to
relate that Mr. Arthur Dent belongs to the
human species, to determine that a body
temperature of 42°C falls outside the safe
operational limits for human beings and
to deduce that Mr. Arthur Dent needs

to consult a medical doctor immediately.
This requires the ability to define an ex-
plicit and detailed model of the concepts
that apply to the application domain; on-
tologies are one such suitable means for
representing this knowledge, providing a
shared domain theory that can be used
for communicating information in a com-
mon context. Additionally, ontologies can
be employed for deductive reasoning and
model manipulations. The Semantic Web
initiative'* is dedicated to providing the
necessary tools and standards to achieve
this level of information exchange, cor-
relation and reasoning: XML Schemata,
Resource Description Framework (RDF),
Ontology Interchange Language (OIL),
DARPA Agent Markup Language (DAML)
and Web Ontology Language (WOL) are
examples of standards (that are expressed
in XML) to facilitate the Semantic Web'".
The Semantic Web provides an adaptive
and self-learning environment for persua-
sive intelligence without the intervention
of humans.

BRIDGING REQUIREMENT & DESIGN
Architecture is the bridge between re-
quirements, that identify what needs to
be realized, and design, that describes the
means to the realization. The architec-
ture identifies main functional blocks, the
way they interoperate, and the supporting
technology. Architecture relies on com-
mon standards and building blocks to de-
fine the ‘needed service to be built’.

Much information must be exchanged be-
fore a service can be delivered. Applica-
tions need to inform each other what they
can and cannot do, and how their serv-
ices can be invoked. Some components
of these applications will assume a coor-
dinative role, supervising the activities of
other components. Where faults occur
they must be caught and remedies applied
by these coordinating services. Not only
must service be delivered, but administra-
tive actions such as reporting and billing
must also be executed. Most importantly,
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it must be possible to alter existing serv-
ices and add new functionality in a simple
and non-disruptive way. Collectively we
term this the architecture of a plug-and-
play environment.

With the help of well designed architec-
tures, open protocols can combine func-
tionality from different sources. These
functions can be gleaned from systems
operated by different vendors situated
at widely spaced geographical locations,
by partners that may own diverse pieces
of information. From just a few building
blocks, service providers can assemble of-
ferings tailored to their individual custom-
er. Cost savings to the customers can be
realized if vendors consider forgoing soft-
ware development in-house and choose
to purchase mass produced software from
third parties.

A consequence of the architecture view
is that the users must select an architect
for their system. The architect should not
have any commercial interest in the build-
ing effort. Rather, the architect supervises
the building work and ensure the guide-
lines are followed and proper quality con-
trol is observed. The importance of hav-
ing an independent architect can not be
overemphasized; however, in practice it is
often overlooked.

SERVICE ORIENTATION

An insightful statement of the famous
Dutch computer scientist EW. Dijkstra is
a maxim for XML development: “Minimal
coupling, maximal cohesion””. Prevent-
ing interdependencies of functions and
providing loose coupling by design is a
key requirement for achieving system in-
teroperability whilst preserving guarantees
for simple maintenance, as well as flexibil-
ity and endurance, over the full system life
cycle. This issue is the main driver behind
the concept that is currently known as
service orientation.

The model behind the service orientation
concept is: Service providers deliver well-

specified, stand-alone services to consum-
ers to fulfill individual needs. Services are
described in terms of what they deliver to
the consumer. How service providers pro-
duce their services is fully transparent to
the service consumer. Delivery of services
is conducted according to mutual agree-
ments on functional as well as non-func-
tional (i.e., Quality of Service, security lev-
els, performance guarantees) prerequisites
that have been described by a formally
specified interface.

Service Oriented Architectures (SOA)
therefore distinguish themselves on the
following characteristics'®':

(i) All functions have been defined as
services; each service embodies a logical
functional compound at a coarse level of
granularity, representing system functions,
or business functions or even complete
business transactions that contain several
low-level operations.

(ii) All services are independent of each
other and can operate as stand-alone
functions. Service recipients are unaware
of service internals and are not interested
in how their functionality is accomplished.
The fact that the service provides the
agreed functionality within the agreed
upon operational constraints is the only
important factor.

(iii) A service is accessible only through its
interfaces. From this perspective it is only
relevant to know that services are some-
how interconnected whilst it is complete-
ly irrelevant to know (a) The location of
the service; (b) The specifics of the com-
munication protocol to address the serv-
ice (although this may be important for
implementation).

(iv) An SOA explicitly provides the means
and techniques to minimize the conse-
quences of failures, such as asynchronous
communication, mechanisms for transac-
tion roll-back, reliable messaging, redun-
dant deployment and more. Although
application of these techniques is not re-
stricted to SOAs, an SOA provides these
techniques as default implementations.
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As a result, within an SOA a business
process can be designed using loosely
coupled, selected, re-usable and distrib-
uted services in a process-specific order.
This is known as service orchestration and
is typically suited for collaboration, even
across organizational boundaries.

SYSTEM INTEROPERABILITY

We have established a domain vocabulary
and a Semantic Web to provide a shared
understanding of our data. We have estab-
lished an open communication layer as ve-
hicle to carry that data between peers. We
now must establish the ability to operate
on that data, or more precisely, to establish
the ability for systems to interoperate. Web
services represent the contemporary SOA
implementation. They are fully supported
by the main vendors (Microsoft, Sun Mi-
crosystems, IBM, Oracle, BEA to name
a few) and are implemented by well ac-
cepted, open standards expressed in XML,
from which SOAP (an acronym that has
survived its initial, now incorrect, abbre-
viation) for service interoperation, WSDL
(Web Service Description Language) for
service definition and UDDI (Universal
Description, Discovery and Integration)
for service publication and discovery form
the basic triangle. Standards for security,
transactions, business process orchestra-
tion and reliable messaging, to name a few,
continue to evolve®. Standardization bod-
ies recognize the risk of unmanageable
complexity and have employed corrective
actions, such as providing standards (WS-
I: Web Service Interoperability) for the
sole purpose of controlling complexity in
web services.

MR ARTHUR DENT REVISITED

Now, letus visitour hypothetical Mr. Arthur
Dent again in whose home XML has been
implemented in different services.

Living in France, the eldest son of Mr.
Arthur Dent decided to monitor his older
father in his home in Pennsylvania so as
to detect his falling down, and perhaps

notify emergency workers. To that end
the father’s home has been equipped with
several XML based wireless sensors and
actuators, amongst others an accelerom-
eter in the floor of his home to detect a
strong collision of his body with the floor;
and an infrared movement sensor to de-
tect the presence or absence of move-
ment; a speakerphone that can also be
used as separate speaker or microphone.
All sensors will relay XML data to a co-
ordinating function on a home server via
the home network whilst all actuators can
accept Web Service calls from it.

On event of a shock wave detected by the
accelerometer, it will pass the event to the
home server that will gauge the amplitude
of the signal. To prevent false positives,
the home server will interrogate the infra-
red sensor for any presence of movement
during the last 3 seconds and absence of
movement for the upcoming 3 seconds.
In case of a positive indication, it initiates
a countdown mechanism and activates a
speaker using Web Services which audi-
bly requests (by voiceXML) Mr. Dent to
press a button on a panel on the wall of
his room if he is alright. If he fails to do
it soon enough, the system will notify his
eldest son in France by setting up a tel-
ephone call between his landline phone
and Mr. Dent’s speakerphone (using Web
Services to a call-me-now service of his
telecom-provider), or, in absence of him
answering the phone, sending an SMS-
message (using Web Services and XML) to
his mobile phone. The eldest son can also
authorize the home system to call local
emergency workers to tend to his father’s
injuries at his home.

This scenario can be extended to include
detection of spasms or, along different di-
mensions, to support emergency workers
providing care to the victim, or orchestrate
administrative processes with health in-
surance companies. And the nice thing is
that all devices mentioned originate from
different vendors, were entirely interoper-



XML for plug-and-play

able, and were all chosen for their good
price/value rate.

CoNCLUSION

Increased personal independence, pro-
longed active participation in society,
friendly access to public information, and
integrated leisure and care processes for
the ageing population, call for a number
of new ICT-based services. Successful
service development to older adults when
using XML for Plug-and-Play applications
is enhanced when:

(i) A domain vocabulary for leisure and
home care can be established between all
stakeholders; this is a dynamic construct
that will evolve as the project matures;

(i) Investments to guarantee future inter-
operability are ensured by building loosely
coupled systems;

(iii) Ontologies are created after a signifi-
cant part of the required vocabulary has

been created and vetted; and applied only
when the need for reasoning or manipula-
tion of taxonomies arises;

(iv) An independent architect supervises
the complete development life cycle
and ensures the proper guidelines are
followed:;

(v) Chosen vendors must: (a) Avoid pro-
prietary technologies, (b) Choose only
technologies based on open standards to
be implemented; (c) Use TCP/IP for data
communication, where possible in com-
bination with XML; (d) Avoid using ‘im-
proved’ versions of an open standard and
thus avoid vendor lock-in; and (e) Not be
allowed to design the architecture of a
service delivery system.

Following these guidelines will result in
the optimal use of vendor-independent
plug-and-play solutions for teleservices so
urgently needed by our ageing society.
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